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1. Digital Privacy 
Medical Provider and its affiliates (collec3vely, “Medical Provider,” “we”, “us” or “our”) are 
commiDed to protec3ng the privacy and security of informa3on received or collected from you 
and your representa3ves (“you” or “your”). In this Digital Privacy and Tracking No3ce (“No3ce”) 
we explain how we collect, use, share, and protect your informa3on when you use or access our 
websites, mobile applica3ons, and you interact with us through other digital services and 
electronic communica3ons (“Digital Services”). This No3ce applies to all Digital Services of 
Medical Provider, including where this No3ce is presented or linked, and supplements Medical 
Provider’s Online Services Legal No3ces and Internet & Social Medial Site User Agreement. 

By using our Digital Services, clicking [“I Agree”], or crea3ng an account, you are consen3ng to 
this No3ce and our prac3ces described in this No3ce on your own behalf and on whose behalf 
you are using the Digital Services (e.g., your dependents). If you do not agree to this No3ce, do 
not use our Digital Services.  

Please also note that Medical Provider is not responsible for the privacy policies of the third-
par3es that operate any other website, applica3on, or plaTorm, even if it is linked from our 
Digital Services. We recommend you review any third-party’s privacy policies and Cookies 
no3ces, if any, before using any third-party website, applica3on, or plaTorm. 

If you are a pa3ent of Medical Provider and we collected protected health informa3on from 
you, please see Medical Provider’s No3ce of Privacy Prac3ces, which addresses how Medical 
Provider collects, uses, and discloses your protected health informa3on under the Health 
Insurance Portability and Accountability Act. Some Digital Services may have their own privacy 
no3ces that apply to those Digital Services. Such no3ces supplement this No3ce. 

2. Registra3on 
You are always welcome to use our Digital Services that do not require registering or providing 
any informa3on. However, we require you to register for certain Digital Services, including our 
free health electronic communica3ons, discussion boards (when available), and other features, 
and online bill pay. You can access the informa3on that you submit when registering for a Digital 
Service only by using the username and password you have selected for such services. Where a 
login or password is needed to access our Digital Services, you are responsible for keeping the 
login and password confiden3al. Do not share your login or password with anyone. We 
encourage you to change your password regularly.  



3. Security of Informa3on 
Our online forms are not encrypted unless noted otherwise, and informa3on you input may be 
accessed by unauthorized users prior to you sending it to us. Access to the informa3on within 
Medical Provider is on a need-to-know basis. Medical Provider uses reasonable measures to 
safeguard the security of the informa3on collected or received in connec3on with our Digital 
Services. However, PLEASE NOTE THAT, BY ITS VERY NATURE, NO DATA STORAGE SYSTEM OR 
TRANSMISSION OF DATA OVER THE INTERNET OR OTHER PUBLIC NETWORK CAN BE 
ABSOLUTELY SECURE. MEDICAL PROVIDER, ACCORDINGLY, CANNOT AND DOES NOT 
GUARANTEE THE COMPLETE SECURITY OF ELECTRONIC INFORMATION. 

4. Changing or Dele3ng Your Informa3on that You Provide to Us 
If you have registered an account to use a Digital Service, you may be able to change the 
informa3on that you provide at any 3me by clicking on "Edit Profile" within your account 
sec3on. If you forget your password, click on "Forgot Password?" at the top of any page and we 
will walk you through the process of resegng your password. 

Unsubscribing from our free health emails does not delete the informa3on you provide to us 
from our system, even if you unsubscribe from all emails. We will delete your registra3on 
informa3on from the ac3ve and searchable areas of our system at your request. Be aware, 
however, that it is not feasible for us to remove every electronic record that may contain your 
informa3on, such as from backup and systems. Also, we may change this informa3on and store 
it in anonymous, de-iden3fied, or aggregated databases. This type of informa3on cannot be 
linked to you and will not be deleted.  

If you registered for discussion boards and also want that informa3on removed, please note 
that in your request. Please inform us if you used a different email address or password when 
registering for discussion boards. 

To have your registra3on informa3on removed, send your request by email at Info@clickcase.io. 
Please contact us again if you do not receive a confirma3on from us. 

5. Privacy Concerns 
If you have any ques3ons or concerns regarding this No3ce, or the collec3on, reten3on, or 
management of any informa3on on our Digital Services, please contact us by email at 
Info@clickcase.io 

6. Emails 
When you sign up for free health emails, Medical Provider maintains informa3on about your 
selec3ons for the purpose of sending you the emails and managing their transmission to you. 
We do not use your email address or the informa3on that you provide along with it for other 
unrelated purposes, although it may be included in anonymous, aggregated sta3s3cal 
informa3on.  



We will use reasonable means to protect your informa3on you send or request from us by 
email. However, we cannot guarantee that these communica3ons and data will be confiden3al, 
secure, or private. Addi3onally, we will not be liable in the event that you or anyone else 
inappropriately uses your email or liable for improper disclosure of your health informa3on you 
send to us or that you request to receive by email, and you bear this risk. 

A link for unsubscribing from emails is located at the boDom of each email. Unsubscribing from 
emails will delete your informa3on from our system. 

7. Electronic Communica3ons (Email, SMS Text and Fax)  
When you provide us your email address, a telephone number (including a mobile phone) or a 
fax number, you (i) consent to Medical Provider sending you emails, calls, mobile texts, or faxes 
concerning Medical Provider’s health care services, and (ii) consent to Medical Provider’s 
sending you requested messaging and communica3ons, including marke3ng and solicita3on 
communica3ons about Medical Provider’s and our third-party partners’ products and services 
that we think would be of interest to you, including but not limited to informa3on related to 
your appointments, care, condi3ons, medica3ons, opportuni3es to be involved in research, or 
other community resources You also consent to our communica3on by return email, mobile text 
and fax to the same email, mobile text or fax number or address you used to send us the ini3al 
communica3on. You are also allowing us to send ar3ficial/prerecorded voice and text messages 
to your Device’s phone number in order to convey important health care-related messages to 
you. Examples include appointment confirma3ons, wellness checkups, pre-registra3on 
instruc3ons, lab results, post-discharge follow up, prescrip3on no3fica3ons, and appointment 
reminders. Because these emails, mobile text and fax messages may contain your personal 
health informa3on, Medical Provider reserves the right to save your messages, and include your 
message or informa3on contained within your message, in your medical record.  

Although Medical Provider will try to read and respond promptly to your messages, Medical 
Provider staff may not read your message immediately. Therefore, you should not use email, 
mobile text or fax messaging to communicate with Medical Provider if there is an emergency or 
where you require an answer in a short period of 3me. 

Medical Provider will use reasonable means to protect your informa3on you send or that you 
request we send to you via email, mobile text (e.g., SMS) or fax communica3ons. However, 
because of the risks outlined below, Medical Provider cannot guarantee that these 
communica3ons and data will be confiden3al, secure, or private. Addi3onally, Medical Provider 
will not be liable in the event that you or anyone else inappropriately uses your Device or 
applica3ons for email, mobile text or fax communica3ons through your Device. Medical 
Provider will not be liable for improper disclosure of your health informa3on when using these 
communica3ons tools to send or receive electronic communica3ons with Medical Provider, and 
you bear this risk.  

Sending and receiving electronic communica3ons using email, mobile text, and faxes are not 
without risks, including the following: 



• Because the Internet or open communica3ons networks are not secure or private, 
unauthorized people may be able to intercept, read and possibly modify the electronic 
communica3on you send or are sent to you by Medical Provider. 

• Because email, mobile text and electronic faxes can be used to spread viruses, some 
which cause these messages to be sent to people who you do not intend to send these 
messages to, you should install and maintain protec3on sooware on your Device, 
including access controls. 

• Because these electronic messages can be copied, printed and forwarded by people to 
whom you send these messages, you should be careful regarding whom you send such 
messages using email, mobile text and fax messaging. 

• If you provide an employer-issued email account or use an employer owned Device to 
communicate with Medical Provider, you understand and agree that your employer may 
have the right to access to all such messages sent by Medical Provider to the account or 
Device, and you provide permission to Medical Provider to send these messages, unless 
and un3l you change the email address and mobile phone number registered with 
Medical Provider. 

To mi3gate these risks, you agree that:  
• You will protect your email, text and fax messaging account, password and Device 

against access by unauthorized people. 
• Medical Provider may forward emails as appropriate to respond to your message.  
• If your message requires or asks for a response, and you have not received a response 

within a reasonable 3me period, it is your responsibility to follow up directly with 
Medical Provider. 

• You have carefully considered the risk of using email, mobile and fax messaging for the 
communica3on of sensi3ve medical informa3on, such as, but not limited to, informa3on 
regarding sexually transmiDed diseases, AIDS/HIV, mental health, developmental 
disability, or substance abuse. 

• It is your responsibility to follow up and/or schedule an appointment if warranted or 
recommended by Medical Provider, and using your email, phone number, or fax number 
cons3tutes your consent to receive a response using the same channel. 

You also agree to support and facilitate Medical Provider’s use of your email address, phone 
number and fax number by: 

• Immediately inform those individuals with whom you communicate with at Medical 
Provider of changes in your email address, phone numbers, fax numbers or electronic 
fax address. 

• You will send messages only to such Medical Provider email, mobile text and fax 
messaging numbers and addresses as instructed by us. 

• You will put your name and such other informa3on as is necessary for Medical Provider 
to iden3fy you in the body of the message. 



• With respect to emails, you will include the category of the communica3ons in the 
email’s subject line, for handling purposes (e.g., appointment, available services and 
inquiries, billing and cost ques3ons, etc.). 

• Prior to sending the message, you will review the message to make sure it is clear and 
that all relevant or requested informa3on is provided. 

If, at any 3me, you decide that you no longer wish to be contacted by telephone, mobile text 
and/or fax messaging, you should provide wriDen no3ce revoking your prior consent to Medical 
Provider, ADen3on: Customer Service, Info@clickcase.io, and include your name, mailing 
address, specific phone number(s) and advise whether you would like communica3ons to cease 
via telephone, mobile text and/or fax messaging. You may also elect to opt-out from receiving 
mobile text messages from Medical Provider by replying STOP to the mobile text message. SMS 
messages will be 3tled Medical Provider. We may s3ll send you transac3onal emails or mobile 
texts when responding to a request from you using these communica3ons channels or related 
to health care services you are receiving. If you subsequently subscribe, or re-subscribe, to 
marke3ng electronic messages from us, your prior opt-out will no longer be ac3ve and you will 
be opted-in for those communica3ons. However, you can always opt-out again later. 

Medical Provider does not have a separate charge for this service; however, text message and 
data rates may apply from your Device’s mobile carrier. Subject to the terms and condi3ons of 
your mobile carrier, you may receive text messages sent to your mobile Device. Medical 
Provider does not warrant that your mobile carrier will enable your par3cipa3on in this service 
or whether messages will be 3mely delivered. 

By communica3ng via mobile text messaging, you also consent and approve of any charges from 
your mobile carrier rela3ng to text messages to or from Medical Provider. Charges for text 
messages may appear on your mobile phone bill or be deducted from your prepaid balance. 
Medical Provider reserves the right to terminate this text messaging service, in whole or in part, 
at any 3me without no3ce. The informa3on in any message may be subject to certain 3me lags 
and/or delays. You are responsible for managing the types of text messages you receive. 

Also, when you elect to revoke your consent or unsubscribe, you will receive one (1) final 
message from Medical Provider confirming that you have been inac3vated in our system. 
Following such confirma3on message, no addi3onal text messages will be sent unless you re-
ac3vate your subscrip3on. 

8. Discussion Boards 
If you are concerned about privacy, use cau3on when pos3ng messages to our discussion 
boards. The discussion boards are open to others that use these areas and can read your posts. 
Any informa3on you include when par3cipa3ng in discussion boards is available to anyone with 
access to these boards. For example, if you include your email address or health informa3on in 
a message you post on a discussion board, it is accessible by others that use that message 
board. 

We do not ac3vely monitor these discussion boards and we reserve the right to remove any 
posts. Do not post any messages that are inappropriate, contain abusive language or threaten 



or violate the privacy or rights of our company, sponsors, or visitors. We may remove any 
messages posted on discussion boards for any reason. 

9. What Types of Informa3on Do We Collect? 
When you use our Digital Services, we collect informa3on from or about you, including the 
device you have used to access and use the Digital Services, in a variety of ways. 

• We collect and store informa3on that you provide directly to us on or through the Digital 
Services. This includes: 

o Account informa3on, such as your name, email address, password, phone 
numbers, age, date of birth, and any other iden3fying informa3on you provide; 

o Transac3on informa3on, such as your health insurance informa3on and limited 
payment informa3on from you, such as payment method and payment card 
informa3on; 

o Informa3on about others, such as the names and the contact informa3on of your 
providers, your representa3ves, and any dependents in your care; 

o Health informa3on, such as your medical condi3on and informa3on; 

o Email address, first and last name, ZIP code, year of birth, gender, and when you 
register for free emails. In addi3on, we give you the op3on to provide addi3onal 
informa3on; 

o When you register to use discussion boards, we require that you provide your 
email address and select a username and password;  

o Other informa3on you choose to provide, such as when you conduct a search; fill 
out a form; request an appointment; par3cipate in a survey, assessment, contest, 
or promo3on; use other interac3ve areas of the Digital Services such as chat or 
other communica3on features; have live audio and video visits or interac3ons; or 
request technical or customer support; and 

o Photographs, audio-visual media, or other file types you upload along with any 
metadata associated with those files. 

• We collect certain informa3on automa3cally when you use or navigate our Digital 
Services. This includes: 

o Log informa3on, including where our systems record certain log file and usage 
informa3on such as your Internet Protocol (“IP”) address, browser type and 
language, opera3ng system, referring URLs, date and 3me of your visit, pages 
viewed, links clicked, movements through the Digital Services, and other 
informa3on about your ac3vi3es on our Digital Services; and 

o Device informa3on, such as the device used to access or use the Digital Services, 
unique device iden3fiers, and mobile network informa3on. If your device segngs 
permit, we may also collect informa3on about the loca3on of your device to 
facilitate your use of certain features of the Digital Services. 



• We may use Cookies to automa3cally collect the types of log and device informa3on 
described above. By using our Digital Services, you consent to our use of Cookies. See 
paragraph 13 below for addi3onal informa3on about our use of Cookies. 

10. How Do We Use Your Informa3on? 
We may use informa3on we collect to, among other things, communicate with you, provide you 
with informa3on, op3mize your web experience or provide customer service, conduct research 
and analysis, market and adver3se to you, manage your par3cipa3on in these forums and 
improve, evaluate, enhance our services and opera3ons, or to comply with applicable laws, 
regula3ons and court orders. We may also combine informa3on collected through different 
Digital Services or por3ons of our Digital Services. We may also anonymize, de-iden3fy or 
aggregate this informa3on for our use. 

11. How Do We Share Your Informa3on? 
We may share informa3on with or receive informa3on from third-par3es in the following ways: 
(1) with our third-party service providers that perform services for Medical Provider or support 
the Digital Services, subject to appropriate agreements as necessary with those third-par3es ; 
(2) within our group of subsidiaries and affiliates; (3) with others that provide tracking of the 
Digital Services’ ac3vi3es and analy3cs, and to otherwise enable us to send you marke3ng 
materials, special offers or perform other administra3ve services, and to support the purposes 
described in the sec3on “How Do We Use Your Informa3on”; (4) to protect the rights of others 
and in the course of legal proceedings or in response to legal orders or government requests, 
and as otherwise required by applicable law; (5) as needed to support compliance and 
corporate governance func3ons; and (6) in connec3on with a transfer of ownership or assets, a 
corporate reorganiza3on, merger, or acquisi3on. Such third-par3es may store, collect or 
otherwise have access to your informa3on when you interact with their Cookies, content, tools, 
or apps on our Digital Services. When you use the Digital Services, you consent to this 
informa3on collec3on, use and third-party sharing. 

12. How Long Do We Keep Your Informa3on? 
We may retain the informa3on iden3fied above for an indefinite period of 3me, unless 
reten3on is prohibited or a different reten3on period for this informa3on is required under 
applicable law. 

13. Cookie and Other Similar Tracking Technologies (“Cookie 
No3ce”) 
Various tracking technologies that Medical Provider uses when you access and use our Digital 
Services are described below. Please read this Cookies No3ce carefully. It is part of your general 
privacy No3ce and describes how we collect and store informa3on through tracking 
technologies such as cookies on our Digital Services, the reasons we use these technologies, 
and how you can manage segngs related to tracking. We are giving you no3ce of these 



prac3ces and your available choices regarding them so that your consent is meaningfully 
informed. You are responsible for managing any preference changes on your device or browser. 

What are tracking technologies? 
Tracking technologies are small data files placed on your computer's hard drive or mobile device 
when you visit our Digital Services, and includes browser cookies, pixel tags, web beacons, 
embedded scripts, local objects, and other tracking technologies (collec3vely referred to as 
“Cookies”). A Cookie can be a simple text file that helps your browser to remember certain 
informa3on that the website can later retrieve to streamline communica3on between your 
browser and the website.  

How does Medical Provider use Cookies? 
Medical Provider uses Cookies without func3onality. This means the Cookie cannot do anything 
to your device's hard drive and cannot read informa3on from your device's hard drive. We use 
Cookies for the following reasons:  

• To collect data on an aggregate basis to track site naviga3on, searches and/or 
performance. This informa3on is not traceable to an individual user. Naviga3on streams 
are used to assist us in determining where people go when visi3ng our site and how long 
they stay in a par3cular area.  

• Our Digital Services may contain Cookies as web beacons (i.e., clear gifs, pixel tags, and 
single pixel gifs) that permit Medical Provider to count users who have visited areas of 
our Digital Services or opened an email for the purposes of running sta3s3cal reports 
(e.g., iden3fy content popularity, frequency of use, or naviga3on path(s) towards a goal 
or des3na3on area).  

• We use Cookies to enable the sharing of content through third-party social networks and 
other third-party websites. 

• If your web browser segngs allow your browser to share loca3on informa3on, some 
por3ons of our Digital Services collect loca3on informa3on (in the form of longitude/
la3tude coordinates) to iden3fy the device or browser geographic loca3on. This 
informa3on is used by Medical Provider anonymously to track interest in Medical 
Provider by geographic region and to make recommenda3ons and accommoda3ons 
regarding the loca3on of our services and access to facili3es. Your web browser’s 
segngs may be configured to restrict your browser from sharing your loca3on. 

How can you refuse Cookies on your device? 
On your device, you may refuse to accept browser Cookies by ac3va3ng the appropriate segng, 
and you may have similar capabili3es on your device in the preferences for your opera3ng 
system or browser. If you choose to turn off Cookies, you can s3ll access areas of our Digital 
Services. Once the Cookie feature on your browser is turned off, you might have to "refuse" a 
Cookie each 3me you encounter one while using our Digital Services. 

How can you manage your loca3on data sharing? 



For informa3on on turning off loca3on sharing in your device or browser, consult your device 
and browser documenta3on or user help informa3on. If you choose to turn off loca3on, you 
may s3ll be able to access most areas of our Digital Services. Once the loca3on sharing feature 
is turned off in your browser, you might have to “refuse” to share your loca3on each 3me you 
visit the applicable Digital Service. 

How can you manage Cookies on third-party sites? 
If you click on a link to an external third-party website from an Medical Provider’s Digital 
Service, you will be leaving Medical Provider and will be directed to the third-party's website or 
digital services. Your device may receive Cookies from such other websites and services, 
including Cookies that allow loca3on data collec3on, and we are not responsible for such 
Cookies and related data collected by such third-par3es’ website you visit. You may manage 
Cookies placed by third-par3es by following the instruc3ons provided by the third-par3es in 
their website policies and no3ces. 

For informa3on on managing these preferences, visit All About Cookies at hDps://
allaboutcookies.org/how-to-manage-cookies or consult your Device or browser provider. 

14. Surveys, Ques3onnaires and Polls 
When you respond to surveys, ques3onnaires or polls on a Digital Service, we may ask you for 
demographic informa3on such as your gender or age. This informa3on is maintained as 
anonymous, aggregated informa3on and is used for sta3s3cal purposes.  

15. Contests 
When Medical Provider runs a contest, we may ask for informa3on when you enter the contest. 
If so, we will use that informa3on for purposes of administering your par3cipa3on in the 
contest. 

16. Children 
The Children’s Online Privacy Protec3on Act of 1998 (“COPPA”) addresses how informa3on is 
gathered and used from children under the age of 13. While we are a non-commercial, 
nonprofit organiza3on not subject to COPPA, our Digital Services are directed at an adult 
audience and are not intended or designed to aDract children under the age of 13. Medical 
Provider does not knowingly allow children under the age of 13 to register on our site for any 
purpose or to access any features that require registra3on. We require visitors to indicate their 
year of birth to register.  

If you learn that your child has provided us with personal informa3on through our Digital 
Services without your consent, you may alert us at Info@clickcase.io. If we learn that a child has 
provided such personal informa3on, except as required and authorized by law, we will delete 
that informa3on from our system. 

17. Leaving Medical Provider and Third-Party Links 



This No3ce applies only as long as you remain on the Medical Provider’s Digital Services where 
this No3ce is posted or linked. Once you leave Medical Provider to visit another site of a third-
party that is not under a contract with us to provide or support our Digital Service, we are not 
responsible for the privacy or security of your informa3on you provide to such third-party or 
that the third-party collects when you use their website or digital services, even if you reached 
such website or service by clicking on a link within Medical Provider. This includes when you 
click on a link or a "Return to" or "Back to" banner for another web site, you will be leaving our 
Digital Service and will be directed to visit or view content from the linked web site, including in 
a second, smaller "pop-up" window. 

18. Effect of this No3ce 
This No3ce is not intended to and does not create any contractual or legal rights in or on behalf 
of any party. 

19. No3ce to Non-US Residents 
Medical Provider provides services in the United States. We are subject to the United States 
federal laws and regula3ons and Indiana state laws and regula3ons that govern the privacy and 
security of pa3ent healthcare informa3on, as well as consumer protec3on laws and regula3ons. 
The data protec3on laws of other countries and other states may differ as to how your personal 
informa3on is protected. As a non-U.S. resident or non-Indiana resident, when you provide your 
personal or other informa3on to us, or direct your healthcare provider to provide your 
informa3on to us, you consent that Medical Provider may process your informa3on in the State 
of Indiana, in the United States, subject to the state laws of Indiana and the federal laws of the 
United States. 

20. Modifica3on 
Medical Provider can modify this No3ce (including the Cookie No3ce) at any 3me and without 
prior no3ce to you, and such modifica3ons will become effec3ve and binding immediately upon 
pos3ng of the revised No3ce. Also, new services, terms, and specific Cookies may be added 
from 3me to 3me without prior no3ce. Please regularly review this No3ce periodically, because 
you will be bound by any changes made, and con3nued use of the Digital Services cons3tutes 
agreement to any modifica3ons. 


	Digital Privacy and Tracking Notice
	1. Digital Privacy
	2. Registration
	3. Security of Information
	4. Changing or Deleting Your Information that You Provide to Us
	5. Privacy Concerns
	6. Emails
	7. Electronic Communications (Email, SMS Text and Fax)
	8. Discussion Boards
	9. What Types of Information Do We Collect?
	10. How Do We Use Your Information?
	11. How Do We Share Your Information?
	12. How Long Do We Keep Your Information?
	13. Cookie and Other Similar Tracking Technologies (“Cookie Notice”)
	What are tracking technologies?
	How does Medical Provider use Cookies?
	How can you refuse Cookies on your device?
	How can you manage your location data sharing?
	How can you manage Cookies on third-party sites?

	14. Surveys, Questionnaires and Polls
	15. Contests
	16. Children
	17. Leaving Medical Provider and Third-Party Links
	18. Effect of this Notice
	19. Notice to Non-US Residents
	20. Modification


